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Main Category

Regarding Applications

Check Details

Measurement Unit

Our Answer

Answer Details

(RI&EHHE : 01/09/2025 Ver.1.4)

Additional Notes

1 Service Hours What are the service's operating hours? Time frame Refer to the right | Service is available 24/7/365, except during planned downtime.
In accordance with Article 10 of Terms of Service Version 1.4, we will, in principle, notify customers via in-service
2 Scheduled Outage Notice Is advance notice provided for regular maintenance downtime? Yes/No Yes pop-up notifications and email one month in advance. However, if deemed highly urgent, a notification may be
provided retrospectively without prior notice.
3 Prior Notice Before Ending Service Is advance notice provided when terminating the service? Yes/No Yes In accorda_nc_e with .Amde .1.0 O.f Terms of Sel_'wce Version 1.4, we will, in principle, nofify customers one month in
advance via in-service notifications and email.
Except for minor issues, notifications will be sent via email when the service is interrupted. If an issue cannot be
resolved immediately, an internal escalation process will be initiated to investigate the root cause.
4 Response Measures for Sudden Are there measures to deposit programs or various system Yes/No No
Service Interruptions environment configuration data before service termination? In accordance with Article 13 of Terms of Service Version 1.4, service interruptions are not guaranteed, and as
. stated in No. 8, customers are responsible for taking measures to avoid any disadvantages or damages resulting
Availability from such interruptions.
. P Can the service continue to operate without interruption? Availability rate . .
5 Service Availability Rate ((Planned Service Time - Downtime) + Planned Service Time). %) Not disclosed Target values are set internally.
6 Disaster Recovery Is there a sqppon system in place to ensure system recovery in the Yes/No Yes Servers are redundantly configured across multiple locations within data centers in Japan.
event of a disaster?
Alternative Measures in case of Critical |If early recovery is not possible during a service interruption, are In accordance with Article 10 of Terms of Service Version 1.4, we will, in principle, notify customers via in-service
7 . . . Yes/No Yes P . N o
Incidents alternative measures provided? pop-up notifications and email one month in advance. There are currently no plans for termination.
Data Format Provided Under If customers need to handle recovery themselves, are alternative Yes/No \ .
8 N . Yes Customers can download employees' data and result data in Excel format.
Alternative Measures measures available? (If Yes, file format)
9 Upgrade Policy Are there policies for version upgrades, change management, and Yes/No Yes Feature addl'uonsl are m?de as nee.ded. If changelsl haye a significant impact on customers, we will provide
patch management? advance notice via email or in-service pop-up notifications.
What is the average time required to restore system availability
10 Mean Time to Recovery(MTTR) I:::S‘r’ggg an incident or outage, i.e., total repair time + number of Time frame Not disclosed
(Total repair time + Number of failures).
1 Recovery Time Objective(RTO) Z\é};ﬁtgthe target time to resume service provision after an incident Time frame Not disclosed
12 Number of Incidents How many incidents in a year took an extended time to resolve Frequency Not disclosed
(e.g., more than one day)?
13 Reliabilit System Monitoring Standards s monitoring conducted based on the internal system monitoring Yes/No Yes Liveness monitoring, performance monitoring, and error monitoring are being conducted.
eliability standards?
14 Incident Notification Process Is a contact process defined for incident occurrences? Yes/No Yes If ch_ang_es have a significant impact on customers, nofifications will be provided via email or in-service pop-up
notifications as needed.
15 Incident Notification Time How Iong_ does it take to nofify the designated contact after an Time frame Within a few minutes [ Notifications to customers are promptly issued as needed.
anomaly is detected?
16 Incident Monitoring Interval What is the time interval for collecting and aggregating incidents? Time frame Every 5 minutes
17 Reporting Method and Interval for How frequently is service operating status reported? Time frame In the event of an incident, we will notify customers via email and in-service pop-up notifications. The reporting
Service Status a Yy P 9 P ) intervals are not fixed while updates are provided based on a situation at the time of the incident.
18 Log Collection Are logs provided to customers? Yes/No Conditional Yes  |Access logs are available only to companies that have subscribed to the Wevox Security Option.
19 Response time What is the response time for processing? Time frame Not disclosed
20 Performance Latency How long is the communication latency between a request and a Time frame Not disclosed
response for data?
21 Batch Processing Time What is the time required for batch processing to complete? Time frame Not disclosed
Customizability Are there any aspects that customers can customize? Yes/No Yes
I . . To use SSO integration, you need to subscribe to
L Is it possible to connect with external systems such as existing [N.Ot'flca".on Integration] Stack, Workplace .by Facebook, LINE WORKS. MicrosofiTeams the Wevox Security Option. And APl is available if
23 External Connectivity . ! Yes/No Yes [Single Sign On through SAML2.0] OneLogin., AzureAD. HENNGE One. Okta y
. systems or other cloud computing services? [API] Available customers have subscribed to the Standard Plan.
Extensibility For more details, please contact Client Support.
24 Number of Concurrent Users Is thgre a limit to the number of users who can access the Yes/No No
application concurrently?
25 Maximum Provided Resources What is the maximum disk capacity? Processing capacity No upper limit
Regarding Customer Support
26 Service Hours (for outage response) Y:gs;s? the service hours for responding to inquiries during an Time frame Refer to the right A response varies depending on the nature of the incident.
Weekdays from 11:00 AM to 5:00 PM.
Support System What th ice h f ding to inquiries duri
27 Service hours Under Normal Conditions atare the service fours for responding fo inquiries during Time frame Refer to the right |- Japan Standard Time (JST)

normal operations?

- Excluding weekends, public holidays, and other company-designated holidays
- Subject to change based on internal company circumstances

Regarding Data Management

Data Management

Backup Methods

Are the backup details, data storage location, and user access to
them defined?

Yes/No

Backups are taken daily, and access to the data is restricted in accordance with internal regulations.
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Check Details

Measurement Unit

Our Answer

Answer Details
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Additional Notes

39

40

43

Data Management

Infomation Security

Subcategory

Are the backup details, storage location, and user access for data

At 11:30 AM daily

Backup Data Collection Timing clearly defined? Time frame (Japan time)
Retention Period for Backup Data How long is the backup data retained? Time frame Seven days
. . Will customer-related data be deleted after the customer terminates Registered data can generally be deleted by users at any time. For instructions on downloading in-service data After canceling a paid plan_, the service will continue
Data Deletion Requirements . Yes/No Yes under a free plan. If you wish to fully delete the
the service? beforehand, please refer to No. 8. h
account, please contact Client Support.
Number of Backup Generations How many generations of backups are created and stored? Number Seven generations
Ep;reyg?oo: Requirements for Data Are encryption requirements defined for data protection? Yes/No Yes Data is encrypted and stored on the server side.
Key .Management Requirements for Are key management requirements defined for multi tenant Yes/No Yes Data is logically separated and managed by tenant ID.
Multi-Tenant Storage storage?
Compensation or Insurance for Data Does a service provider have any compensation or insurance Lo
. . N Yes/No Yes We are covered by cybersecurity insurance.
Breach or Destruction coverage for data breaches or accidental destruction?
When a customer cancels the service, is their data promptly After canceling a paid plan, the service will continue
Data Portability Upon Cancellation returned and then deleted completely, or is it scheduled for deletion Yes/No Yes Logical deletion is available upon customer's request. under a free plan. If you wish to fully delete the
without being returned? account, please contact Client Support.
Integrity verification of deposited data  |Is there a data integrity verification method implemented? Yes/No Yes Data is validated during input and transmission, and encrypted with TLS during transmission.
Restriction Function for Input Data Is there a function to validate input data formats? Yes/No Yes Validation is performed during data input and transmission.

Formats

Public Certification Acquisition

Has our company obtained public certification for information

Certification Standards : ISO/IEC 27001:2013 / JIS Q 27001:2014

Regarding Information Security

Requirements processing management? Yes/No Yes Certification Registration Number : JQA-IM2024
Third-Party Evaluation of an Application Has_ our service gndergone an thlrd-pgrty evaluation for measures Yes/No Yes We regularly have application vulnerability assessments gonducted by an external security vendor. For important
against unauthorized access or operations? feature releases, assessments may also be conducted prior to the release.
Data Handling Environment ::;;?";:;‘Eany appropriately secured the data handling Yes/No Yes Access to the data is restricted in accordance with internal regulations.
Encryption Level of Communications Is the encryption strength for system communication defined? Yes/No Yes Communication with the service is designed to be encrypted using TLS 1.2 or higher, including TLS 1.3.
When information security matters are investigated in the
accounting audit report, are the following documents submitted to
Review on Information Security-Related |the auditor? Yes/No Yes
Matters in Financial Audit Reports
- The latest SAS 70 Type 2 audit report
- The latest SSAE 18 audit report
Security Measures in a Multi Tenant Are there any security measures to segregate information between
Enviror:/ment customer companies? Additionally, is the impact localized in case of Yes/No Yes Data is logically segregated and managed using tenant ID.
incidents such as failures?
Access Control and Restriction Is access to_ customer_data re§mcted to alimited number of Yes/No Yes Access to the data is restricted in accordance with internal regulations.
employees in the service provider?
In the event of an incident or suspected incident, can logs be traced IDs are issued and managed individually. User access logs are stored indefinitely but are not provided to To use SSO integration, you need to subscribe to
Traceability During Security Incidents using IDs? Furthermore, are logs retained for an appropriate Yes/No Refer to the right customers 9 Y- 9 4 P the Wevox Security Option. For more details, please
duration? . contact Client Support.
Virus Scanning How often is virus scanning implemented? Frequency Refer to the right | A scan is performed every time a container image is built.
Secgnty Measures for External Storage |Are there any safety measures implemented for managing external Yes/No Yes The use of external storage media is prohibited and controlled using MDM tools.
Media storage media?
External Data Storage Policy What handling precautions are necessary in the region where the Yes/No Refer to the right | We ensure continuous access to the latest information through collaboration with lawyers and experts.

data is stored?
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